
L Founded in 2003 by Swedish
anti-copyright group Piratbyran
(The Bureau of Piracy, in
English).
L Allows people to connect
with one another to share files
online.
L Intended to have more
Scandinavian content, but by
the end of 2004, 80 per cent of

its users were from other parts
of the world. In 2005, the site
was redesigned and made
available in several languages.
L In 2006, the Motion Picture
Association of America asked
Swedish authorities to take
action against The Pirate Bay.
Three days after its offices were
raided, the site was up again

with the help of volunteers
around the world.
L In 2009, three co-founders
of the site and a financier were
convicted of assisting copyright
infringement. After an appeal in
2010, they were jailed for
between four and 12 months
and fined a total of 46 million
Swedish kronor (S$8.7 million).

THE cat-and-mouse game be-
tween downloaders and copyright
holders will only intensify after
new rules aimed at blocking online
piracy kick in, according to media
and legal experts.

They caution that tech-savvy
users will find ways of getting
around the block, while piracy
sites could spawn mirror portals
that will make enforcement a
daunting challenge.

The warnings follow the an-
nouncement on April 7 that the
Law Ministry is proposing legisla-
tion to allow content owners to
ask the High Court for orders forc-
ing Internet service providers,
such as SingTel and StarHub, to
ban access to piracy sites such as
the infamous The Pirate Bay.

These sites allow users to illegal-
ly download films, TV shows and
other content that would normally
require payment.

The practice is rife in Singapore
with estimates out last month sug-
gesting that three in five people
here illegally download videos.

Piracy has also been blamed for
hitting music sales, which totalled
$16.4 million last year, down from
$29.8 million in 2009. Music pira-
cy is also seen as a major threat to
the survival of brick-and-mortar
record shops.

If the law is introduced, Singa-
pore traffic to piracy sites should
fall significantly, according to the
Swiss-based International Federa-
tion of the Phonographic Industry
(IFPI).

IFPI’s regional director for
Asia, Mr Ang Kwee Tiang, told
The Straits Times that site block-
ing has been effective in several Eu-
ropean countries.

He noted that the use of The Pi-
rate Bay fell 68 per cent between
January 2012 and last December in
countries where access was de-

nied, including Austria, Britain,
Denmark, France, Greece, the
Netherlands and South Korea.

But the picture is not so clear-
cut when looking at individual
countries.

A major British Internet service
provider (ISP) told the BBC that
immediately after a block was
placed on The Pirate Bay in April
2012, piracy-linked activity on its
network fell 11 per cent, but it
climbed back to just below average
levels within a week.

The ISP said this could have
been due to dedicated file-sharers

instead of casual users.
An appeals court in the Nether-

lands lifted a ban on The Pirate
Bay by two Dutch ISPs in January.
This was in part because research
suggested that piracy actually rose
instead of fell after The Pirate Bay
was blocked, reported PC World, a
computer magazine.

The Dutch court noted that
downloaders were bypassing the
block by using other file-sharing
services or using virtual private
networks (VPNs) that trick the
blockade into thinking users are
from other countries.

Mr Ang, whose federation rep-
resents more than 1,000 produc-
ers and distributors of sound re-
cordings, admitted that any ini-
tial drop may be followed by
“some moderate increase again
once more ‘hardcore’ users find
means to circumvent the blocks”.

Still, experiences like those in
the Netherlands “should not dis-
courage us from at least giving
(site blocking) a try”, said Associ-
ate Professor Saw Cheng Lim
from the Singapore Management
University’s School of Law.
“There can be no foolproof mea-

sure in the fight against online pi-
racy. The idea is to make life a lit-
tle more troublesome for Net us-
ers who refuse to obtain copy-
righted content legitimately.”

As more casual downloaders
are forced towards alternatives,
remaining unblocked piracy sites
could end up with higher traffic
and slow speeds, said Mr Johnny
Koh, 43, who has been using Ap-
ple’s iTunes to rent movies since
it launched here in 2012.

“It can be really easy and
cheap to get good-quality legal
(content) now. If it takes hours to

download a movie from a piracy
site, there’s no point,” added Mr
Koh, the manager of a printing
company.

Intellectual property lawyer
Daniel Lim noted that the mes-
sage the authorities send by ban-
ning access to sites could also in-
crease awareness about the
wrongs of piracy.

In Britain, nearly three in five
people downloaded or streamed
at least one piece of illegal con-
tent a year, according to media re-
ports last September.

Experts believe education and
easy access to affordable legal
content should form the corner-
stone of the fight against piracy.

Assistant Professor Liew Kai
Khiun from Nanyang Technologi-
cal University’s Wee Kim Wee
School of Communication and
Information said more promotion
of legal sites to consumers is need-
ed. “It’s not just about clamping
down but how to promote con-
tent.”

Prof Liew added that selling
merchandise, and holding con-
certs and fan meets could also
help and provide singers with
new revenue streams.

Some consumers fear censor-
ship could make getting legiti-
mate content an issue. Life scienc-
es research assistant Fong Guo
Feng, 26, wants to buy the origi-
nal Blu-ray discs for popular fan-
tasy drama series Game Of
Thrones but he is worried cen-
sored scenes for the local version
– such as cuts for nudity and vio-
lence – could affect his under-
standing of the plot.

“People who are fans will want
to watch the show in its original
cut. Not making this cut available
here could drive people to online
piracy for it,” he said.
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What is The Pirate Bay?

By PRISCILLA GOY

CHILDREN who need a listening
ear can tap an online chat service
launched yesterday by the Singa-
pore Children’s Society.

Called Tinkle Friend Online, it
is the only such chat service for
distressed children here and adds
to the society’s phone helpline,
which has seen a drop in calls.

Last year, 1,701 calls were
made to the toll-free Tinkle
Friend helpline, down from 2,508
in 2012, and 4,662 in 2008.

This could be because children
have become more Internet-
savvy and fewer calls are made in
the mornings as more schools go
single-session, said Ms Rachel
Tan, a director at the society’s

Student Service Hub (Bukit Mer-
ah).

The society saw a possible de-
mand for the service as children
are increasingly “hanging out” on-
line.

“Schools are moving into
things like e-learning, and have
been starting computer classes at
a very young age,” said Ms Tan.

Tinkle Friend Online offers
support, advice and information
to lonely and troubled pupils, es-
pecially when their parents or
main caregivers are unavailable.

Manned by trained staff and
volunteers from the society, the
service was launched yesterday at
West View Primary. More than
220 children have used it since its
soft launch last December.

Jarvis Cham, 12, from West
View, said he usually approaches
his parents or teachers for help,
but may use the service next
time.

“It’s sometimes easier to talk
online, and you can chat without
giving your real name.”

Last year, boredom was the
most commonly cited reason for
calling the helpline. Others in-
clude academic stress.

The chat service, at www.
tinklefriend.com, is available
from 2.30pm to 5.30pm on week-
days.

The Tinkle Friend helpline
(1800-274-4788) operates from
9.30am to 11.30am and 2.30pm to
5pm on weekdays.

goyshiyi@sph.com.sg

Pulling the plug on online piracy

CHINESE Internet users have
turned to virtual private net-
works (VPNs) to access sites
blocked by their government, a
ploy that could take hold here if
new anti- piracy laws kick in.

VPNs work by making it seem
that the user is accessing the site
from another country, such as the
United States, where the offend-
ing website is not blocked.

If the proposed new legislation
– which would allow copyright
holders to force Internet service
providers (ISPs) to block access
to piracy sites – comes into force,
more tech-savvy Singaporeans
might opt for a VPN.

“By implementing (piracy site
blocking), a lot of users will seek
other options to bypass the
blocks,” said Singapore Polytech-
nic senior lecturer Samson Yeow
of the School of Digital Media and

Infocomm Technology.
Mr Julian Ma, chief executive

of Computer Guys, an informa-
tion technology firm, also tips a
jump in VPN sign-ups but not at
the level seen in China, where
many social media sites, includ-
ing Facebook, are blocked by
what is colloquially known as the
Great Firewall of China.

China was No. 4 in the world
for using VPNs in the fourth quar-
ter last year, according to market
research firm GlobalWebIndex.

Consumers here might feel
less strongly about not being able
to access piracy sites as copy-
righted content is available via le-
gal means, such as Apple’s iTunes
or music streaming service Spoti-
fy.

While VPNs are not difficult to
set up for a single device, they
become tricky to establish across

a series of computers and smart-
phones, said Mr Yeow.

The process involves tinkering
with router settings, for instance,
which could baffle many users.

Accessing a site via a VPN can
also result in a “drastic drop in
connection speeds”, noted Mr
Ma, perhaps by more than 90 per
cent.

It is technically possible to
block VPN services, so a court
here may allow this to cut access
to piracy sites.

But blocking a VPN service al-
so stops access to legitimate con-
tent as a firewall cannot be target-
ed at specific sites in this case,
said Mr Yeow.

Subscribing to a VPN account
can cost $10 to $20 a month, with
many popular providers based
overseas, such as StrongVPN in
the US.

By CHARISSA YONG

THERE is a certain art to telling
senior citizens about the Pioneer
Generation Package, said the two
leaders of the task force handling
its communication.

The process of informing and
explaining the package to them
needs to be tailored to suit their
needs, such as producing bro-
chures in larger font sizes and

non-English languages.
Messages will also have to be

simple and in bite-size form to
avoid an overload of information,
said Senior Minister of State for
Finance Josephine Teo yesterday
at a media conference.

She and Senior Minister of
State for Health Amy Khor are
chairing the task force.

For example, the word “subsi-
dy” is not something many sen-

iors are familiar with, said Mrs
Teo. Often, they understand “dis-
count” better, she added. “It’s
things like that; paying attention
to what gets through to the pio-
neers. Otherwise, we’ll be merrily
thinking that we’ve explained,
we’ve told them about subsidies,
but... they don’t know.”

Both Mrs Teo and Dr Khor
were laying out the challenges of
explaining details of the package
to about 450,000 pioneers aged
65 and older this year.

Experts on ageing have noted
that many pioneers did not have
much formal education.

One in four of them do not use
print and online resources, which
is why more television and radio
channels will be used to get the

message across, said Mrs Teo.
But she added that as 70 per

cent of pioneers live in a multi-
generational household, their fam-

ily members can also help to tell
them about the pioneer package.

Another challenge is the short
memory of some pioneers, said Dr
Khor. To overcome it, messages
will be repeated in different set-
tings, including the possibility of
delivering them at getai perform-
ances, as was done at one such
show in Hougang on April 13.

By June, all in the pioneer gen-
eration will receive a letter inform-
ing them that they are eligible for
the benefits. They will also get a
pioneer generation card by Sep-
tember which they can start using
at polyclinics. “It works better be-
cause the elders will ask each oth-
er, have you got your card? They
will show it to each other. That’s
a way to help them remember,”
said Mrs Teo.

Ms Lee Bee Wah, an MP for
Nee Soon GRC, told The Straits
Times that it was good to engage
the pioneers in dialect, “the medi-
um many are most familiar with”.
But, she added, it was a shame
that seniors no longer have a dedi-
cated radio station they can turn
to for news in Chinese dialect.
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A screenshot of Netflix, a streaming site that offers a vast selection of television shows and movies from the United States. Experts believe education and easy
access to affordable legal content are key in the fight against piracy. PHOTO: NETFLIX

PIONEER GENERATION PACKAGE

Tailoring info to
suit senior citizens
Simple and bite-size messages will
help avoid info overload: Task force

New rules to stop online piracy are being proposed. But the tech-savvy will find ways around the
blocks. Kenny Chee looks at how other countries tackle the issue and the steps that can be taken.

More tech-savvy users may opt for VPN

Of those who heard of the package, 4 in 10 could not name
any of the benefits. 

Overall, 7 in 10 have heard
of the Pioneer Package

Named all
three areas
of benefits:
2%

Could not
name any
benefits:

42%

Named one
area of benefits:

43%

Named two
areas of
benefits:
13%
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Awareness of Pioneer Generation Package

Source: Ministry of Communications and Information

The 3 benefits are
■ Subsidies for GP (Community
    Health Assist Scheme),
    polyclinics and specialist
    outpatient centres

■ Annual Medisave top-ups

■ MediShield Life premium 
    subsidies

Breakdown for older age groups

Yes
Aged

60-64

65-69

70-74

75 and above

No

84.6 15.4

90.4 9.6

82.7 17.3

77 23

Online chat service for troubled pupils
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